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-z This article discusses software reverse engineering and the specific use of the Ghidra tool o x~k
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S released by the NSA. Specifically covered are a walkthrough of the tool and the use of it to recover b

the password included in an example compiled binary.

Abstract

One of the best ways to figure out how something works is to
take it apart and see its internal workings and how everything
fits together. We can then use this information to analyze the
target and how it was designed, allowing us to document, re-
produce, alter, or just interact more deeply or efficiently with
it—this process is known as reverse engineering. The article
discusses reverse engineering tool Ghidra.

trial espionage and competitive intelligence efforts

between companies or nations, hackers and makers
modifying or altering hardware devices and software appli-
cations, software pirates defeating digital rights management
(DRM) controls on software and contents, and security re-
searchers taking software or hardware apart to find flaws in
it. Reverse engineering is a very common task across many
of the industries that focus on or interact with technology in
some fashion.

R everse engineering has a long history including indus-

In the world of security research, many (but not all) of our
reverse engineering efforts focus on software or on the firm-
ware that is behind the interfaces of a hardware device. For-
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tunately, with software reverse engineering, having a bag of
parts left at the end isn’t a problem as we don’t even have to
be able to put it back together again. Software reverse engi-
neering (SRE) tools allow us to decompile applications to get
something like the original source code, or a reasonable ap-
proximation thereof, back out of them and see how they work.
This type of reverse engineering is often binary reverse engi-
neering, as we are working with compiled programs (called
binaries), and do not have access to the original source code.

The tool set for software reverse engineering includes a vari-
ety of arcane-sounding utilities such as debuggers, hex edi-
tors, disassemblers, decompilers, and many other small util-
ities that allow us to take a peek inside our target application
and see what it’s doing. This may sound like absolute black
magic to the uninitiated, but it really isn’t all that difficult or
complicated with the right tools in hand, at least at a basic
level. In fact, were going to be doing some of this shortly. For
the moment, back to Ghidra.

Ghidra

Ghidra is a software reverse engineering tool developed by
the US National Security Agency (NSA) that was released to
the public at RSA’s March 2019 conference [2]. Although it
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wasn’t yet available to the public, we did learn about
the existence of this tool from WikiLeaks [3] in
March of 2017.

The release of this tool is exciting for several reasons.
Although there are many existing SREs, such as IDA
Pro' and Binary Ninja,? they can be very expensive or
lack or charge more for the full feature set. Ghidra,
on the other hand, is a free, open source, full-fea-
tured, and multi-platform SRE platform. Some long-
time users of other competing tools may or may not
be fans and quibble over certain features being miss-
ing or different, but it is, overall, a very impressive
tool for being free and open source.

Ghidra can decompile, disassemble, and assemble a
program. It has a code browser, graph viewer as well
as code patching, search, and diffing tools. It is script-
able and has an undo/redo feature (this is surprising-

ly uncommon). We can easily change our user experience; it

I«i) &8 b =% &

_fnlilil—
& Webcome to Ghidra Help M

Introduction

Introduction

v % Getting Started
| Starting Ghidra
Eror Dialogs
[ Overview
Docking Windows
Ghidra Progect Window
Ghidra Server

Ghidra is a highly extensible application for performing software reverse engineering.
Ghidra is built upon a completely generic application framework. Application.specific
capabilities are provided by small software bundles called plugins. each providing one or
more features, This user's guide provides detalled information on how to use both Ghidra's
generic and reverse engineering-specific capabilities.

N AR Chis Intended Audience
» (i Ghidra Prajects
* [ Programs This guide is intended for anyone interested in learning how to use Ghidra to reverse
> [ Tooks engineer a software system.
= [ Ghidra Functionality Document Scope
* i Support 2 " . "
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ko The purpose of this d tis to describe how to use Ghidra. It does NOT provid
Glamsary information on the software architecture or the programming AR,

IENALS o Disclaimer
Tips of the Day
* [ Appendix Ghidra Is configurable. At any given time, Ghidra capabilities can be added, removed,

or even replaced by changing the current set of plugins. Consequently, a feature might
net be avallable as described and the images shown in this document may not exactly
match your display.

Getting Started

Figure 1 - The Ghidra help documentation

has been, at this point, no smoking gun backdoor that would
indicate anything untoward in the code.

can be run from the command line or graphical user interface

and can even be themed. Since it is open source, a community
has developed around it and is already busily building new
plugins and features via the conveniently exposed APIL

Some in the security community may look askance at a tool
from the NSA from under the protection of their tinfoil hats;
however, since Ghidra is open source, the code is available
for review. Ghidra has been pored over by many security re-
searchers and interested partied outside the NSA. After being
released for only a few hours a number of vulnerabilities were
uncovered, which were resolved in the next release [1]. There

1 “IDA: About,” Hex-Rays - https://www.hex-rays.com/products/ida/.

2 “Binary Ninja: A New Kind of Reversing Platform,” Binary Ninja -
ninja/.

https://binary.

A brief tour of Ghidra

Before we jump into the thick of things, let’s take a quick look
at Ghidra, which has a fairly solid set of documentation. On-
line, we can find a FAQ on the NSA’s Github repository for
Ghidra.’ The tool also has extensive built-in documentation,
which can be accessed within the tool itself by pressing F1
(figure 1).

Ghidra is an enormous tool, full of features, many of which
are well beyond the scope of this brief discussion. Let’s quick-
ly talk about some of the main parts of the interface that we

3 NationalSecurityAgency/ hidra, “Frequently Asked Questions,” Github
- https://github.com/NationalSecurityAgency/ghidra/wiki/Frequently-asked-

questions.
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el Let’s take a look at a very simple task
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This won’t require any knowledge
Lt R of assembly language or reverse en-
gineering. On the other hand, we’re
about to compile some code from
scratch and then use a decompiler to
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Figure 3 - The function graph

will be working with as we tackle our example program. The
main windows that appear in the interface when launched
are Program Trees, Symbol Trees, Data Type Manager, List-
ing, Decompile, and Console (figure 2). There are several other
windows such as the Function Graph in figure 3 that can be
viewed by clicking on the Window menu at the top.

Program trees can be used to organize the disassembly of
the program (as shown in the Listing) in a variety of differ-
ent ways. Symbol Trees shows all of the symbols (addresses of
its variables and functions) in the program, such as imports/
exports and functions. Data Type Manager shows the defined
data types in use by our program, as well as those in librar-
ies or in Ghidra. Listing shows the machine language disas-
sembly of the program. This listing is populated by default
when we import a binary. Decompile shows the decompiled
version of the program and is synchronized with the Listing
window. Console is used to show the output of running pro-
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Ghidra can run on Windows, Linux,
and macOS platforms, and we’ll be using Linux in the exam-
ples here. To follow along with this on another platform, the
binary will need to be compiled for that platform in order to
run it.

Next, download the binary file issa_crackme_1 that we’ll be
working with from the GitHub repository.® Either browse to
the website and download it directly or download the entire
repository by running the command git clone https://github.
com/jandress/issa_ghidra. If cloning the repository, the com-
mand will automatically place the contents into a new direc-
tory called issa_ghidra; if downloading it manually, create
this directory and place the files into it.

This type of file and associated reverse engineering exercise is
often referred to as a “crackme,” a small program used to test
or learn reverse engineering. These are often part of a series,
increasing in complexity and difficulty as they progress.

If you are on Linux, the binary file issa_crackme_1 from the
repository will be ready to use directly, or the code can be
compiled with the GNU Compiler Collection (gcc) compil-
er by running the command gcc -g -0 issa_crackme_1 issa_
crackme_1.c. This process should also work on macOS but
will be slightly different for Windows’. For both Windows
and macOS, the code will need to be compiled in order to
be able to execute the program. Compiling the code is not
a requirement if we just want to look at it in Ghidra and not
actually run the crackme binary.

Binary in hand, we can run the program. On Linux, this can
be done by executing ./issa_crackme_1 from the issa_ghidra
directory. As the crackme runs, it will prompt for a password,

Ghidra - https://ghidra-sre.org/.
“Ghidra Installation Guide” - https://ghidra-sre.org/InstallationGuide.html.

https://github.com/jandress/issa_ghidra.

NN U s

“Walkthrough: Compile a C Program on the Command Line,” Microsoft — https://

docs.microsoft.com/en-us/cpp/build/walkthrough-compile-a-c-program-on-the-
command-line?view=vs-2019.


https://ghidra-sre.org/
https://ghidra-sre.org/InstallationGuide.html
https://github.com/jandress/issa_ghidra
https://docs.microsoft.com/en-us/cpp/build/walkthrough-compile-a-c-program-on-the-command-line?view=vs-2019
https://docs.microsoft.com/en-us/cpp/build/walkthrough-compile-a-c-program-on-the-command-line?view=vs-2019
https://docs.microsoft.com/en-us/cpp/build/walkthrough-compile-a-c-program-on-the-command-line?view=vs-2019
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which, unless we have peeked at the source code, we will not
have as seen in figure 4.

Figure 4 - The issa_crackme_1 program executing

Exit the program and let’s see what we can do about getting
the password.

Firing up Ghidra

In the directory where Ghidra was unpacked during the in-
stall (currently ghidra_9.0.4), execute ./ghidraRun on Linux
or macOS, or ghidraRun.bat on Windows. The Ghidra splash
screen will briefly appear; then the project dialog window will
display. Here, we will select File, New Project, Non-Shared
project (shared allows for collaboration with others) and
browse to the issa_ghidra directory we created earlier, also
setting the project name to issa_ghidra. Lastly, click the green
dragon head on the upper left to launch the code browser.

Now we need to load our crackme binary into the project by
clicking File, Import File, and choosing the issa_crackme_1
file from our project directory, then clicking Select File To
Import. On the Import dialog, keep the defaults and click OK.

We should now see something like figure 5, the Import Re-
sults Summary and a prompt asking to analyze the file, to
which we should click Yes. On the Analysis Options dialog,
keep the defaults and click Analyze; then click OK to close the
Import Results Summary.

Project File Name: 1ssa_crackme_1

Last Modified: Thu Jun 27 14:26:14 FOT 2019
Readonly: false

Program Name: issa_crackme_1

Language ID: x86:LE:64:default (2.8)
Compiler ID: gecc

Processor: x86

Endian: Little

Address Size: 64

Minimm Address: 00100000

Maximum Address: _elfSectionHeaders: : 0000087 f
# of Bytes: 10392

# of Memory Blocks: 36

# of Instructions: 15

# of Defined Data: 122

# of Functions: 24

# of Symbols: 58

# of Data Types: 29

# of Data Type Categories: 2

Created With Ghidra Version:9.6.4

Date Created: Thu Jun 27 14:26:12 POT 2019

ELF File

ELF Requi

ELF Sourc

ELF Source

ELF Sourcg . .
Executable 0 issa_crackme_1 has not been analyzed. Would you like to analyze it now?
Executable

Executable

FSRL:
Firmsare f (sesy | Ho
Relocatable: true

Figure 5 - The Import Results Summary and Analyze Prompt

That was the hard part. Now let’s see what we can see about
the crackme using Ghidra.

Taking a look around

We can see that the windows in the Code Browser are pres-
ently largely blank. In order to see interesting things, we
need to pick a function out of the Symbol Tree window on
the middle left. Expand the Functions directory, then scroll
down and click on the main function - we can now see the
decompiled version of our crackme in the Decompile window
on the right, as shown in figure 6. The variable names shown
may be slightly different than the screenshot here.

IEhxomplle: main - (issa_crackme_1) % [
undefined8 main(void)

1 {
int iVarl;

long 1 FFSET;
char local_58 [72]:
long local_10;

_10 = *(long *)(:
11 | while( true ) {

12 printf("\nEnter your password: "):

13 __150c99_scanf (&DAT_0010201b, 31 58);
14 irl = stremp(

_FS_OFFSET + 0x28);

1V _58,"1ssa<3");
15 if (ivarl == 0) break;
puts(“Incorrect”);
17 }
8| puts(“Correct”);
if (loca != *(long *)(in_FS_OFFSET + 0x28)) {
/* WARNING: Subroutine does not return */
_ stack_chk_fail();
}
] return 0;
1}

Figure 6 - The Initial Decompile of issa_crackme_1

Interestingly enough, without taking any other steps, we can
see what might be a password by looking at the strcmp (this
is the C function used to compare two strings) on line 14 in
figure 7.

14|  1varl = stremp(local_58,"issa<3");

Figure 7 - The password?

Cleaning up the decompiled code

In order to make the decompiled code more legible, we can
clean things up a bit by renaming the variables to make things
more clear. For purposes of this example, we’ll only make a
few simple changes.

Right-click on the name of the char variable, local 58 in the
example, and choose rename variable, then change the name
to password. The automatic variable names will shift around
again after doing so. Now do the same with the int and re-
name it validate. Due to the simplicity of the code that we
are working with, this is relatively straightforward to puzzle
out; we have one int (integer) and one char (string) variable
in our code and we know what they were originally called
because we have the original source. This will, of course, be
much more complex in real-world applications; however, this
is a hello world exercise and intentionally made simple.
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2 |undefineds main(void)

{

long
nt
long -
char [721:
= *{long *}{ + 0x28);
while( true ) {
printf("\nEnter your password: ");
__1s0c99_scanf (&DAT . H
= stremp( ."is553<3");
if ( == 0) break;
puts(“Incorrect”):
puts("Correct™);

if ( 1= 'I{nnrj =) + 0x28)) {

__stack_chk_fail():
}
return 0;

Figure 8 - Comparison of decompiled and original code

If we look at the side-by-side comparison in figure 8, there
are a few differences yet, and we can see where the compil-
er inverted the implementation for our password check logic
for efficiency, but this looks pretty good for decompiled code
from the binary of our crackme.

Also worth noting is that we could have arrived at the same
information, or at least a reasonable guess at it, by looking
at the Defined Strings window, where browsing through the
strings would have revealed something password-ish, as
shown in Figure 9.

4 Decompile: main - (issa_crackme_1) % |d GNU nano 3.2 issa cracl

Defined Strings - 88 items %

Location {5 | String Value String Represe... | Data Type
.strtab::00000... __cxa_finalize@... "__cxa_finalize...  ds
00100001 ELF “ELF" ds
001002a8 Nib64/ld-linux-x... */lib64/ld-linux-... ds
00100439 libc.so.6 “libc.so0.6" ds
00100443 __is0c99_scanf *_isoc99 _scanf" ds
00100452 puts “puts” ds
00100457 _ stack_chk_fail “_stack_chk_fail" ds
00100468 printf "printf" ds
0010046f _cxa_finalize *_cxa_finalize" ds
0010047e strcmp "strcmp” ds
00100485 _libc_start_main *_libc_start_m... ds
00100497 GLIBC 2.7 "GLIBC_2.7" ds
001004al GLIBC_ 2.4 “GLIBC_2.4" ds
001004ab GLIBC 2.2.5 "GLIBC_2.2.5" ds
001004b7 _ITM_deregister... "_ITM_deregiste... ds
00100443 _gmon_start__  "_gmon_start_" ds
001004e2 _ITM_registerT... *_ITM_registerT... ds
00102004 ___Enteryourpas.. “\nEnteryourp... ds
0010201e issa<3 “issa<3" ds
00102025 G FGT R ds
0010202d Incorrect “Incorrect” ds
00102081 zR “zR" ds
001020bl zZR R ds
Filter:

C¢ Decompile: main l%}f{ Defined Strings J

Figure 9 - The Defined Strings window
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OO

Figure 10 - Success!

Testing again

Now that we have the password, let’s
run the program again by executing
J/ghidraRun on Linux or macOS or
ghidraRun.bat on Windows. This
time we can enter the correct pass-
word, issa<3, and we should see the
“Correct” result, as seen in figure 10.

Arguably, we could have arrived
at this result by running the strings tool like strings issa_
crackme_1 on Linux and arrived at the same result, as seen in
figure 11, although we wouldn’t have had the excuse to play
with Ghidra. This is, however, an excellent reminder that it
is sometimes, but not always, better to work smarter, rather
than harder.

Defeating software reverse engineering

The sample application that we were working with here was
intentionally a “happy path” one for purposes of this exam-
ple—it was constructed and compiled in such a way as to be
easily reversed. This will clearly not always be the case. There
are a number of controls that we can put in place in order
to hinder reverse engineering efforts on applications, varying
from the simple to the highly complex. In general, the more
effort that we put into making applications resistant to re-

Figure 11 - strings command output
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verse engineering, the more expensive, in terms of resources
and efficiency, our application will be when it executes. Let’s
quickly look at just a few of the options that we might use
here.

Choosing the properly secure compile settings is one of the
first steps to defeating SRE. Our example above was compiled
in the most “chatty” way possible, in order to provide Ghi-
dra more material to work with when taking it apart. These
hardening settings will vary according to the language and
compiler being used, but most modern compilers have a par-
ticular set of flags to automatically harden the compiled out-
put. A quick trip through Google searching for the name of
the compiler and “hardening” will turn up the vendor docu-
mentation for this.

Obfuscation is another simple method that will help defeat
SRE. In our example above, we could easily see the strings
in the application, including our password in plaintext. A
simple obfuscation effort would be to encrypt or encode out
the password, which would defeat our above efforts entirely
without anything impactful in the way of additional resourc-
es. We can go much further with this concept by including
dummy code that doesn’t ever get called or has no real func-
tionality in our application when it does. Every additional bit
of functionality, variable, call, etc. that we add to our applica-
tion makes it more complex for both the tool and the person
operating it to see what is going on under the hood.

We can also resort to larger-scale efforts to hinder reverse
engineering, such as encryption and packing. Just as these
sound like, these efforts involve wrapping up portions of the
application inside packages that are encrypted and/or com-
pressed. When the application executes, a loader unpacks
those sections of the program and executes them. This is a
very common tactic used in malware and fairly well-known
among those who reverse engineer malware samples. De-
pending on how exactly this is implemented, it can provide
varying degrees of protection against reverse engineering.

Environmental awareness is an interesting method for de-
feating reverse engineering. This type of protection attempts
to discern what environment it is running in and alters its
behavior based on this detection. This is another commonly
used technique by malware authors and is commonly used
to detect if the application is running in a virtual machine,
sandbox application, or debugger. Once such an environment
is detected, the application may refuse to run at all, or may
execute a different set of functions entirely in order to frus-
trate reverse engineering efforts. This type of protection can
be very effective as it directly targets the tools that would be
used to defeat it.

These are just a few of the wide variety of options that are
available to developers to protect their applications, and only
a surface view, at that. There is an entire specialization of the
security field that deals with such efforts, and the topic is a
very deep one. One of the main driving forces behind such ef-
forts are the video game and media industries, both of which
fight an ongoing battle to secure their content.

CGonclusion

Ghidra, being open source, has grown a community of dedi-
cated security professionals who are contributing to the proj-
ect and enjoys active security community discussion on social
media sites such as Reddit® and Twitter.” In a recent Google
CTF, Ghidra also featured strongly as a choice of tool among
several of the highly-skilled finishers of the challenge.”® With
its attractive price tag, growing set of features, and support
of the security community it is a very viable and promising
software reverse engineering tool.
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